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ABSTRACT

A rising network of interconnections, new technologies and an increasing degree
of digitization mean that the rail sector, both locally, as well as to a global degree, is
currently in the midst of significant internal transformations. Both the business model
and infrastructure are being transformed, including that for information systems. The
purpose of this analysis is to systemic approach to the subject. Cyber threats are treated
here not as a cause of insecurity, but as the result of a system's frailty. The subject of
the study is discussed in the context of rail traffic in Poland. The author points out the
changes in cyber security that Poland is experiencing and suggests possible scenarios
for the near future. He points out that train traffic security is one of the main aspects
of the digitization of critical infrastructure in Poland. The author aims to show that
train traffic security depends on a number of factors. The article presents a proposed
typology of cyber threats to rail traffic.
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In Poland, we can talk about some leading digitization trends in rail trans-
portation (Pieriegud 2019):

«  passenger access to the Internet during train travel,

o easy planning of train travel by means of interactive and e-intelligent
digital services,

« maintenance, based on continuously transmitted (by electronic sys-
tems) data on the wear and tear of individual components of the rail-
road infrastructure,

« automation and interoperability of traffic control systems, where vehi-
cles are started completely without operational personnel,

« increasing the safety of train traffic.

The first two trends mentioned above are currently being realized in the
policies of Polish railroad entities. In principle, in every new passenger train
in Poland there is already the possibility to connect to free public WiFi, and
passengers can easily plan their trip thanks to a wide range of applications and
web portals synchronized with the current train schedule (Cyganek, 2023).
However, technologies allowing for e-intelligent control of railroad infrastructure
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maintenance and automation of rail traffic control systems have still not been
popularized in Poland. Instead, digitalization is currently developing in the
latter direction, and to it I would like to devote special attention.

TRAIN TRAFFIC SAFETY AS ONE
OF THE ASPECTS OF DIGITIZATION

Train traffic does not have a uniform definition in Polish law. Trains move
onrailroad lines - designated by the infrastructure manager on railroad roads
adapted for train traffic (Railway Transport Law art. 4 pkt 2). The principles of
train traffic safety are regulated in state and EU legislation. Train traffic safety
refers to one of the tasks of the President of the Railway Transport Authority
in the Railway Transport Law. In terms of the European Union’s legislation on
safety, interoperability and regulation of rail transport, it is the national safety
authority and the national regulator of rail transport (Railway Transport Law
art. 10 pkt 1). The President of UTK supervises entities whose activities affect
the safety of rail traffic. Thus, he controls their compliance with the obligations
and criteria necessary for safe operation of the railroad.

Railroad traffic safety depends on a number of factors. In particular on
(UTK 2023):

 the technical condition of railroad infrastructure and rolling stock,

» organization of railroad traffic,

« professional qualifications and proper performance of duties by

employees.

In the face of developing automation and technological advances, which,
according to their purpose, reduce the influence of the technical factor on the
occurrence of undesirable events, the focus in the aspect of safety has shifted
to the area of human activity and the related human factor. Therefore, the work
performed by a person - a driver, a driver of railroad vehicles, or a person
working in a railroad position (rozporzadzenie o stanowiskach kolejowych),
as well as his or her qualifications and mental and physical condition today
require special verification. This also became the reason for the establishment
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on January 1, 2023 of a state-of-the-art government application covering hu-
man resources issues in rail traffic located at www.maszynista.gov.pl (Register
of Train Drivers and Train Drivers). This is a database of all train drivers in
Poland. The maintenance of this register involves the addition of data to it by
railroad market players and the drivers themselves. This is the largest project
in several years to maintain safety in the rail sector in Poland.

However, it is not the only example of the expansion of new technologies
into the sphere of railroad safety. In the aspect of protection and monitoring of
railroad infrastructure, the innovative project was undertaken by the US. The
carriers there, which are also railroad managers, use Railway Daily Operations
Control Systems (RailDOCS). This is a system that manages the process of diagnos-
tics and maintenance of railroad lines. It relies on the fact that all the key elements
that make up the rail network, turnouts, crossings, signaling devices, traffic lights
or lighting have been cataloged and entered into the system’s server memory. It
later manages their maintenance by reminding them of periodic diagnostics. The
employee is equipped with a mobile terminal, on which he list the elements of
a given facility, which he then inspects. The effect of his work is sent to the main
server where it is processed (Kurier Kolejowy 2023). Hamburg, meanwhile,
introduced a controlled digital light rail in 2022. The trains run largely autono-
mously, with the driver or engineer intervening only in case of disruptions. There
are plans to use the system on other routes, and the Hamburg model could serve
as a model for similar projects in other cities (Deutschland 2022).

CYBER THREATS TO RAIL TRAFFIC

According to numerous opinions of rail market experts, as well as the voices
of representatives of the Polish and EU administrations in Poland in the 2020s,
the most relevant aspect in the railroad IT space will be security. Railroad
cyber-security interacts with safety in rail traffic. In other words, secure in-
formation systems that support rail traffic contribute to its overall safety.

Railroads belong to a strategic sector for state economies. Therefore, rail
traffic safety is not only important for passengers using the services of rail
carriers. Any possible threats also affect the stability of individual countries.
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So far in Poland, the rail sector has not been a direct target of cyber attacks,
but several more serious incidents have already been reported, showing the
vulnerability of the sector, including the most notorious one on March 17,
2022, when the equipment of 19 of 33 Local Traffic Control Centers crashed
(PAP 2022). The damage to these devices resulted in a state where rail con-
nections could not be safely managed.

However, it should be assumed that cyber attacks, such as the one that
occurred in Italy six days after the aforementioned incident, may also occur
in the near future. On Wednesday, March 23, there was a cyber attack on Italy’s
state-owned rail operator, Ferrovie dello Stato Italiane (FS). An intrusion was
detected in the IT systems of two FS subsidiaries — Trenitalia (responsible for
train operations) and Rete Ferroviaria Italiana (manager of Italian railroads).
In order to thoroughly check the systems and fix the glitches, FS precautionarily
suspended ticket sales at its ticket offices and from ticket machines at train
stations, while online sales operated normally. There are many indications that
this was a ransomware attack, nevertheless there is no information on the pos-
sible effects on the company or whether any data was stolen. (...) The Italian
news agency ANSA suggested that the cyber attack in Italy was carried out by
a Russian hacking group (Przasnyski 2022).

On July 9, 2021, there was a cyber attack on Iran’s railroads. It caused
suspensions, delays and cancellations, as well as false announcements on
station information boards. The latter spoke of long delays caused by the
cyber attacks. They suggested that passengers call Ayatollah Ali Khamenei’s
office about problems, quoting his number. The ticketing system was also
damaged, resulting in passengers being unable to enter platforms, causing
chaos at stations.

According to Article 2(4) of the (Ustawa o krajowym systemie cyberbezpiec-
zenstwa) Cyber-security is the resilience of information systems against actions
that compromise the confidentiality, integrity, availability and authenticity of
processed data or related services offered by these systems. This definition does
not so much imply actions to prevent cyber attacks as to repel them and not
allow them to cause damage.

In light of the increasing frequency of cyberattacks on rail infrastructure,
it is important to look for the source of these threats. Konrad Snopkiewicz
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points to three types of cyber threats, dividing them into three groups
(Snopkiewicz 2020):

I. group addictive - Dangers caused by the human factor (improper
operation of equipment by humans, negligence, inadequate commu-
nication between operating personnel);

II. hardware group - dangers caused by the use of underdeveloped soft-
ware or faulty equipment in professional work;

IIL. criminal group - threats caused by the exploitation of the afore-
mentioned errors, omissions and vulnerabilities by criminals and cy-
ber-terrorists.

Cyber threats are an inherent property of any system. They arise where we
have to deal with:

o adefectin the hardware or software supporting the work of personnel;

« failure to prepare adequate safeguards against attacks;

« faulty work of personnel.

Protection of the system should therefore not only have a technical dimen-
sion, and the reasons for vulnerability to cyber threats should be found in the
inadequate management of the enterprise.

Technically advanced solutions entail ever-increasing demands on person-
nel. Employees should therefore have the appropriate competencies expressed
in (Barge, Morreale 2007):

« knowledge of procedures resulting from proper preparation for

their work,

« the skills necessary to perform the tasks of their positions,

« motivation to constantly improve their qualifications in order to pro-

fessionally perform the tasks assigned by the employer.

Therefore, it is necessary not so much to combat the effects of undesirable
incidents, but to learn about their causes and introduce appropriate counter-
measures to offset the risks.
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TYPOLOGY OF CYBER THREATS TO RAIL TRAFFIC

A sui generis threat means the possibility of an undesirable condition, event
or occurrence of a fact that may cause negative consequences for the subject
of the threat. It creates a sense of insecurity (Lubiewsk, Dr6zdz 2020).

With regard to rail traffic, the subjects of these risks are the most impor-
tant elements of the rail system, namely equipment, infrastructure, service
providers and service recipients. Three elements are therefore singled out
that require adequate protection against the occurrence of undesirable events.

The first consists of railroad vehicles and technical elements indicated in
Annex 1 of the Railway Transport Law, including railroad tracks, facilities
located on the trackside, platforms and lighting systems for maintaining
safety in train traffic.

As the second area, the service provider is indicated, by which is meant
not the company, which is made up of the people working in it. For the pur-
poses of this article, I would like the company’s personnel to be understood
more broadly than the definition of railroad personnel adopted in Polish law
indicates (rozporzadzenie o stanowiskach kolejowych § 2 pkt 4). These will
be all those who have a direct and indirect impact on rail traffic safety, that
is, all employees of railroad entities, regardless of their profession or position.

The third element of the railroad system is the service recipients. The largest
customers of railroad entities are usually states. In addition, the entities are
service providers in the passenger and freight sectors, so their customers are
individuals and businesses.

Each of these three elements of the rail traffic system is the subject of
defensive actions against cyber threats. Preventive measures, such as raising
the competence and motivation of personnel, for example, can contribute to
more effective protection against the effects of undesirable events.

Reiterating the conclusion regarding the causes of cyber threats, they can
therefore be divided into two groups. The first relates to internal system prob-
lems, including errors on the part of personnel, misuse by service recipients,
or malfunctioning equipment.

In contrast, the second group of cyber threats, which have external sources,
includes hacktivism, cyberterrorism, cybercrime and cyberattacks. The
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indicated types of external threats essentially differ only in the goal that the
senders of the activities indicated above want to achieve, but the methods
used in them are the same (e.g. viruses, bacteria, worms, logic bombs, Trojan
horses, spoofing, sniffing, DoS, or DDoS).

AFTERWORD

Faced with a major technological change, on December 14, 2022. The
European Parliament and the Council adopted the NIS 2 Directive, which
includes the rail transport sector as a key player and requires it to ensure:

« risk analysis and information systems security policy,

« incident handling (prevention, detection and response to incidents),

«  business continuity and crisis management,

« supply chain security,

«  security in the acquisition, development and maintenance of networks
and information systems (including handling and disclosure of vul-
nerabilities),

o procedures (testing and auditing) to assess the effectiveness of cyber
security risk management measures,

« use of cryptography and encryption.

There are two years for transposition to apply in accordance with the regula-
tions. By 17 October 2024, Member States shall adopt and publish the measures
necessary to comply with this Directive — we read in the NIS 2 Directive. Member
states, according to the directive, will adopt national strategies cyber security
that will provide for strategic objectives, resources key to achieving these objec-
tives, and appropriate measures of public policies and regulations, with a view
to achieving and maintaining a a high level of cyber security.

The directive points to the need to extend the application of cyber security
regulations to a larger part of the economy in order to ,,ensure comprehensive
coverage of sectors and services that are essential for key social and economic
activities social and economic activities in the internal market.
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In conclusion, it should be pointed out that activities, as well as the per-
ception itself of the need to strengthen cyber security in the rail sector, are
evolving slowly. Many issues, such as those concerning motivation and pro-
cedures at the personnel level (such as drivers’ working hours) still need to
be analyzed at the legal level.

In addition, also noteworthy is the need for a holistic approach in protecting
against cyber threats, one in which the company would take preventive meas-
ures covering all elements of the rail system, which would result in reducing
the scope of the effects of undesirable events in the future.
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